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i MBSA Setup

Welcome 1o the Microsoft Baseline Security Analyzer u,i"_d
Werzion 1.2.1 | j

Microsoft Baseline Security Analyzer Setup

[t iz strongly recommended that you exit all Windows programs before running thiz setup program.
Click Cancel ta quit the zetup pragram, then claze any programs pou have running. Click Mext
continue the inztallation,

WARMIMG: Thiz program is protected by copyright law and international treaties. Unauthonized
reproduction or distribution of thiz program, or any portion of i, may result in severe civil and
criminal penalties, and will be prozecuted to the maximum extent poszible under law. Copynight
2002-2004 Microzaft Corporation. &l rights reserved,

t Meat > i [ LCancel

a4 [Next] 7T 222 -

iz MBSA Setup

License Agreement J(' i
Yau must agree with the license agreement below to proceed. | j

Microsoft Baseline Security Analyzer Tool, version
1.2

END-USER LICENSE AGREFEMENT FOR MICROSOFT
SOFTWARE

IMPORTANT-READ CAREFULLY: This Microsoft End-User License

Agreement ("EULA") is a legal agreement hetween you (either an individual
ora single entity) and Microsoft Corporation (“Microsoft”) for the Microsoft
software identified above, which includes computer software and may ¥

(%1 accept the license agreement

| do not accept the license agreement

¢ Back ] [ Hest > ] [ LCancel ]
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it MBSA Setup

Destination Folder _f_

Select a folder where the application will be installed. I |

Setup will install the fles for Microzaoft B azeline Securty Analyzer in the following folder.
Toingtall into a different folder, click the Browse button, and select anaother folder. ou
can chooge not toinstall Microsoft Bazeline Secunity Analvzer by clicking Cancel to exit
setup.

Drestination Folder

C:AProgram Filez\Microzoft Baseline Security dnalyzerh,

[ < Back ] L Ee:-ct ¥ | [ LCancel J

THES ZEHE A% FS C:\Program Files\Microsoft Baseline Security Analyzer ,;ii#4 [ Next|ff8 Z0& -

ii? MBSA Setup

Start Installation i
Click Install to ztart application installation Lj

Click Install to ztart application installation, Press Back to review your zelections.

¢ Back ] |. Inztall J [ LCancel
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i MBSA Setup

Installation Progress { i
Please wait J

Current Action:
Regiztenng modules

File: serversecure.dl, Folder: C:\Program FileshMicrosoft Bazeling Secunty Analyzers,

USSR -

ii# MBSA Setup

kicrozoft Bazeline Securnity Analyzer Setup

W haz completed succeszsully,

LEGE R a4 OKIG LR
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& Microsoft Baseline Security Analyzer

IM Wicrosaft:

B 'Baseline Security Analyzer

Microsoft Baseline Secuiity Welcome to the Microsoft Baseline Security Analyzer

Analyzer

The Microsoft Baseline Securty Analyzer checks computers rurning Microsoft Windows® Server 2003, Windows $P, Windows 2000, or
Windows NT& 4.0 for comman security migconfigurations. Y'ou must have administrator privileges for each computer you want b scan,

(] Wwelcome:

[ Pick a computer to sean Scans can be performed locally and remotely against computers running Windows Server 2003, Windows %P, Windows 2000, and Windows

Mote that on computers running Windows XP-and using simple file sharing, only local scans can be performed.

C Pick rultiple computers to scan

(] Pick a sacunty report tocview Scan a computer

I View & securty repor

g‘ Scan more than one computer

See Also m View ewisting secunty reports

[ Microsaft Baseline Security
Analyzer Help

[ About Microsolt Baseline Secury
Bnalyzer

[ Microsaft Securty web site

IEEETHIBNTS MBSA R 20 2 el kgl 25 1A, 5 588 [Scan a computer] 7T R A MR -
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¢ Microsoft Baseline Security Analyzer

m Microsoft

' Baseline Security Analyzer

Hicrosoft Baseline Security PICk d computer to scan

Analpzer

Specify the computer you want b scan. You can enter ether the computer name or itz P address,

[ Welcome
O Pick a computer to sean

Computet name: WORKGROUP\DARKXP | i compuler)
|P address: ‘ ‘ ‘ ‘ ‘ ‘ ‘ '\z‘,‘

0% (41%) |

[:] Pick multiple computers to stan

L] Pick a securty repart o vigw

Securty report name;

o

0% -

g

L] View & secunty 1epart
#%0% = domain, %C% = computer, %T% = date and time, %IP% = P address

Optians: Check for Windows walnerabiliies
Check for weak passwords
Check for 115 vulnerabilties
Check for 5L vulnerabilties
Check for security updates
[ Use SLS Server:

Lean more abaut 5canning Options

See Also

L] Microsaf Baseline Secuity
finalyzer Help

[ About Microsoft Baseline Secunty
fnalyzer

[ Microsolt Security Web site

:_}J Start scan

DR ERR AT AR T Start scan]HET T2 AgnHIRE .
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# Microsoft Baseline Security Analyzer

W - Mic

® Baseline Security Analyzer

Microsoft Baseline Security Scann Ing o]
Analyzer

CECCEECLECETEEEEE ]

[ Weloome
Ll Biakemrtimpatertestan Currently zcanning WORKGROUPADARE <P
[ Pick multiple compiters ta soan
L Pick a secunity report o vigw

[ Wiew a security report

See Also

[ Microsoft B szeline Security
Lraze Help

[ About Microsoft Baseling Security
finalvzer

[ Microzoth Secunty Wb site

PRAAET TR TR R R

§ Microsoft Baseline Security Analyrer

® ‘Baseline Security Analyzer

Microsoft Baseline Security View secu I'It‘)’ I'Epﬂl't

Analyzer

Sort Order:
[ Welcome
: Computer name: WORKGROUP\DARK =P
Pl K b 192.168.1.101
L Piok multiple computers to scan Security report name: WORKGROUP - DARKXP (20041210 F<F 11-26]
[ Pick & security report to view Scan date: 2004412107 FF 11:26
Scanned with MBSA version: 12430

[ iew & secuity 1eport
Security update database version:  2004.12.01.0

Office update database version: 11.007104

See Also Security assessment; Incomplete Scan [Could not complete one ar more requested checks.)

L] Microsaft Baseline Securiy

&nalyzer Help Security Update Scan Results

L] About Microsoft Baseling Security
Analyzer

[ Micrasaft Securty Weh site x Windqws 2 critical secunty updates are missirjg. .
Security ‘What was scanned  Result detalls  How to comect this

|Ipdates

Achions

Office Updates ¥ updates are missing.
‘What waz scanned  Result detail:  How to corect this

f MDA Mo critical security updates are missing.
Security Wwihat was scanned
Uodates
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& Microsoft Baseline Security Analyzer

- Microsaft

% Baseline Security Analyzer

2 critical security updates are missing.
Result Details

Windows Security Updates

Security updates confirmed as missing are marked with a red X

9 Ms03-011 Flaw in Microsoft File version is less than expected.
W Could Enable [CAWINDOWS system32\msiava. dil,
Systemn 5.0.3809.0 < 5.0.3810.0]
Compromise
(816093)

¢ Ms04-038 Cumulative Security File version is less than expected,
Update for Intermnet [CAWINDOWS\system32
Explorer (834707  ‘browseui.dll, £.0,.2900.2180 <

£.0.29000.2518]

If a service pack is listed, it is recommended that you install it prior to any other items listed.

M EFZ T "Result Details" gt HER SRR 22 2 MR eillRse Bl
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3 Mictosoft Baseline Security Analyzer - Microsoft Internet Explozer
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- Microsoft:

‘Baseline Security Analyzer

Service Packs and Security Updates

Issue

To ensure that the most recent security updates are applied, you need to install all of the latest service packs and individual updates on your system,

Solution

The scan report identifies which service packs and security updates are missing on your computer, Users can click the link in the security report to view the Micr
security bulletin or download page, which includes the install location for the security update, The Windows Update Web site also has the latest service pack and
update releases available for yvou to download for the Microsoft® Windows® operating system and its components.

1Jhﬂp:."."\.'.r'\u.f\.'.f.micros;:ft.com."

In order to obtain and install the latest updates and to effectively use the MBSA results, please observe

# Reqgister with the Microsoft Security Motification Service to ensure you are notified when new security bulletins becorne available,

# When updating your computer, remember that changes in configuration riay require additional use of Windows Update or MBSA to check the new configuratic
cornpliance. This is particularly true when installing applications, or adding new optional components such as Internet Informnation Services (I1S) which rmay ir
programs that have not been updated with the latest fixes,

» By clicking on Result Details in the report yvou will be able to identify the update as being under one of the following 3 headings:

Security updates confirmed as missing are marked with a red X

These updates require immediate installation to ensure the strongest security of your computer.

#iHEEdL T "How to correct this" FEAR{EFE/ %" Windows Update" i1 72¢ 4> PR il BT -

a Microsoft Windows Update - Microsoft Internet Explorer
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3 Microzoft Windows Update - Microsoft Internet Explorer
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